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SnowBe and the CMMC

Cybersecurity Maturity Model Certification
Project and Portfolio V - Week 3
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SnowBe and the CMMC

* What is the CMMQ?

* CMMC Domains
* What are they?

* Review a few CMMC domains

* Takeaways
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Cybersecurity Maturity Model
Certification

* Framework of cybersecurity
practices to safeguard sensitive data

* Initially released in 2019

* Replaces the old self-attestation
system

* Helps ensure consistent cyber
protection across the DIB

LEVELS
OF CMMC

]
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CMMC Domains

* Access Control (AQ)

* Asset Management (AM)

* Awareness and Training (AT)

* Audit and Accountability (AU)

* Configuration Management (CM)

* |dentification and Authentication

(IA)
* Incident Response (IR)

* Maintenance (MA)
* Media Protection (MP)

Personnel Security (PS)
Physical Protection (PE)
Recovery (RE)

Risk Management (RM)
Security Assessment (CA)
Situational Awareness (SA)

System and Communications
Protection (SQC)

System and Information Integrity
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SnowBe CMMC Domain

* Security Assessment (CA)
* CA.2.158 (L2)

* Access Controls (AQ)
* AC.1.002 (L1)

* Awareness and Training (AT)
* AT.2.056 (L2)

* Audit and Accountability
* AU.2.044 (L2)

Sampling
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CMMC Takeaways




Sources

* Bravo Consulting Group: https://bravocg.com/wp-
content/uploads/2020/06/5LevelsofCMMC-1-1.png

* Native Intelligence Inc.:
https://[www.nativeintelligence.com/site/assets/files/1390/cmmc_domains_high r

es-1.jpg

* Secure Compliance Solutions: https://securecompliance.co/wp-
content/uploads/2020/08/CMMC-1-1260x709.png
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